Utilisation de base du logiciel VeraCrypt.

L'objectif de ce document est de décrire étape par étape la méthode de chiffrement d’'une clef USB
ou autre périphérigue externe a I'aide du logiciel VERACRYPT.

Postulat de départ : nous supposons que le logiciel VERACRYPT est déja installé sur la machine avec
laguelle vous souhaitez créer cette clef. Néanmoins, si ce n'était pas déja le cas, vous pouvez
télécharger le logiciel a I'adresse ci-dessous.

https://www.veracrypt.fr

Installez le logiciel ou demandez a I'administrateur de votre machine de le faire.

IMPORTANT : la procédure ci-dessous va entiérement effacer la clef USB sur laquelle vous allez
I'appliquer. Vous DEVEZ sauvegarder tout fichier important sur un autre support que celui-ci.




Chiffrement d’une clef USB.

Etape 1:

Insérez la clef USB.

Etape 2 :

Lancer le logiciel VERACRYPT.
Etape 3:

Cliguez sur « Create Volume »

M VeraCrypt - X
Volumes Systern  Favorites  Tools  Settings  Help Homepage

Drive  Volume Size  Encryption Algorithm Type i

(o] M 2 W

E %reate Volume i Volume Properties. ., Wipe Cache

Volume

\£| V||

versPt ] Mever save history Volume Tools... | |  SelectDevice... |

Select File... ‘

Mount Auto-Mount Devices Dismount All Exit




Etape 4 :
Cochez « Encrypt a non-system partition/drive »

% VeraCrypt Volume Creation Wizard — >

VeraCrypt Volume Creation Wizard

(C) Create an encrypted file container
Creahes a wrh.xal enaypted disk within a file. Recommended for

More information
(®) Encrypt a non-system partition/drive

Encrypts a non-sysbem partition on any lnbernal or exte
a fla s-stidden volume.

(_) Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

VeraCrypt

More information about system encryption

Help _ = Back | Cancel

Cette option vous permet de chiffrer un périphérique sur lequel aucun systeme d’exploitation n’est
installée.

Cliquez ensuite sur « Next ».



Etape 5:
Cochez « Standard VeraCrypt volume », puis cliquez sur « Next ».

o VeraCrypt Volume Creation Wizard — X

Volume Type

(® standard VeraCrypt volume
Select this option if you wa

Wi

b create a normal VeraCrypt

(_) Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

VeraCrypt

More information about hidden volumes

Ccma | v | | cance




Etape 6 : cliquez sur « Select Device ...

chiffrer.

» afin de sélectionner le périphérique que vous souhaitez

% VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Location

| (| | select DEE

Mever save history

Encrypted device-hosted VeraCrypt volumes can be created within
partitions on hard disks, solid-state drives, USB memory sticks, and
on any other supported storage devices. Partitions can also be
encrypted in place.

In addition, encrypted device-hosted VeraCrypt volumes can be
created within devices that do not contain any partitions (induding
hard disks and solid-state drives).

Mote: A device that contains partitions can be entirely encrypted in

place (using a single key) only if it is the drive where Windows is
installed and from which it boots,

| =Back Next = | Cancel

Prenez garde a bien sélectionner le bon périphérique. Pour cela, référez-vous a la taille du

périphérique ainsi qu'au Label.

Select a Partition or Device

Device Drive

Harddisk 0:
\Device\Harddiskd\Partition1
\Device\Harddisk0Partition2
\Device\Harddisk0\Partition3 C:
\Device\Harddisk0\Partition4

Removable Disk 1:

\Device\Harddisk1\Partition1 D:

Size
238 GB
499 MB
128 MB
235GB
2.4GB

7.2GB
7.2GB

Label

Windows

e
USB DRV

[ conce

Validez en cliquant sur OK.




Cliquez ensuite sur « Next ».

“ VeraCrypt Volume Creation Wizard =

Volume Location

| \Device\Harddisk 1\Partition1 v | | Select Device...

Mever save history

Encrypted device-hosted VeraCrypt volumes can be created within
partitions on hard disks, solid-state drives, USB memory sticks, and
on any other supported storage devices, Partitions can also be
encrypted in place.

In addition, encrypted device-hosted VeraCrypt volumes can be
created within devices that do not contain any partitions (including
hard disks and solid-state drives).

Mote: A device that contains partitions can be entirely encrypted in
place (using a single key) only if it is the drive where Windows is
installed and from which it boots.

VeraCrypt

vep | <gade ([ next> | cancel

Etape 7 : Cochez « Create encrypted volume and format it »

M VeraCrypt Volume Creation Wizard — X

Volume Creation Mode

(®) Create encrypted volume and format it

on-hosted or
device-hosted VeraCrypt volume (in-place encryption, which is
the other option, is slower because content of each sector has
to be first read, encrypted, and then written). Any data
currently stored on the selected partition/device will be lost (the
data will MOT be encrypted; it will be overwritten with random
data). If you want to encrypt existing data on a partition,
choose the other option.

() Encrypt partition in place

The entire selected partition and all data stored on it will be
encrypted in place. If the partition is empty, you should choose
the other option (the volume will be created much faster).

VeraCrypt

Help | | <Back | Cancel




Etape 8 : Puisque vous chiffrez tout le périphérique, vous n’aurez pas le choix de la taille du volume.

Cliquez sur « Next »

“ VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Size

KB

MB GB TB

Size of \Device\Harddisk1\Partition1 is 7.21 GB

Please verify that the size of the selected device fpartition shown
above is correct and dick Mext.

. Help

Next = PI Cancel
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Etape 9 : A moins de savoir précisément ce que vous faites, ne changez rien a la fenétre suivante.
Cliquez sur « Next »

v VeraCrypt Volume Creation Wizard — X

Encryption Options

Encryption Algorithm
AES vl | Test

FIP5-approved dpher (Rijndael, published in 1998) that may be
used by .5, government departments and agendies to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

Mare information on AES : Een&umafi&
Hash Algorithm
veracrypt {5HA-512 v Information on hash algorithms

Help | | <Back | Cancel '




Etape 10 : Choisissez un mot de passe fort puis cliquez sur « Next ».

“ VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Password

Password: | (TITTTT T I T S |

Cunﬁrm: I "............Il |

[[Juse keyfiles

[ ] pisplay password
[Juse pm

Keyfies...

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ *~ =§* +
etc. We recommend choosing a password consisting of 20 or more
characters (the longer, the better). The maximum possible length is 64
characters.

Conp | [ <ok ((het> )| cncd




Etape 11 : Sivous avez I'intention de stocker sur cette clef des fichiers de plus de 4Go, cochez
« Yes ».

Cliquez ensuite sur « Next ».

“ VeraCrypt Volume Creation Wizard

Large Files
(_JMo
Do you intend to store files larger than 4 GB in this VeraCrypt

volume?

Mote: Depending on your choice above, VeraCrypt will choose a
suitable default file system for the VeraCrypt volume (you will be
able to select a file system in the next step).

VeraCrypt

: Help | <Back , Cancel




Etape 12 : Dans cette fenétre, bougez votre pointeur jusqu’a ce que la barre rouge ait atteint la
couleur verte. Cliquez ensuite sur « Format ».

“ VeraCrypt Volume Creation Wizard = >

Volume Format

Options
Filesystem | exFAT ~ | Cluster Default “~ [ ]Quick Format

Random Pools =4+ b fomimf otk g g el
Header Keys ¥ ¥ v s ¥ &% kua s ok kKA R AN KA A AR NN
Master Keys %K K0 kA4 K KR RERRKKNREARKXHRENARNA

Abort

Done | Speed | Left |

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
dlick Format to create the volume.

VeraCrypt

Randomness Collected From Mouse Movements
[sitiitisiis]

Help | < Back ‘ . Cancel

Cliquer sur « Oui » effacera I'intégralité du périphérique.

M VeraCrypt Volume Creation Wizarc -
¥l

Volume Format

Options
Filesystem ' exFAT Cluster | Default Quick Format

- i 1452283
VeraCrypt Volume Creation Wizard

CAUTION: ALL FILES CURRENTLY STORED ON THE SELECTED —
| PARTITION “\Device\Harddisk1\Partition1” (D: "USB DRV} WILL | Abort |
BE ERASED AND LOST (THEY WILL NOT BE ENCRYPTED)!  ——

Are you sure you want to proceed with format?
= within this

icantly

i

Randomness Collected From Mouse Movements

Help = Back Format Cancel



Cliquez sur « Erase files stored on the partition by creating a VeraCrypt volume within it ».

rypt Vaelume Creation Wizard Y
I

Volume Format

WeraCrypt

I WARNING: THE SELECTED PARTITION CONTAINS A LARGE AMOUNT OF DATA!
o8| ™8 Any files stored on the partition will be erased and lost (they will NOT be
o encrypted)!

Drive Letter: D

Labek USB DRV

Size: 7.2GB

Path: \Device\Harddisk1\Partition1

ke Format

[GFBL

Cancel

Erase any files stored on the partition by creating a VeraCrypt volume within it Wty
| % ys. Then

thin this

—_—_—n - — -

Help < Back Format Cancel
Selon la taille de la clef, le formatage peut prendre plusieurs minutes.
o VeraCrypt Volume Creation Wizard = x
Volume Format
Options
Filesystem exFaAT Cluster | Default Quick Format

dick Format to create the volume.

VeraCrypt

Randomness Collected From Mouse Movements

Random Pool: 810DC&9D2813C3F085F89976R1608097 .
Header Key: ReF9920B501706ADC105632590050C32.
Master Key: EEC15DDD5FCAIBA2615B25462DA2143.

=
Done  9.738% Speed 6.9 MB/s Left 16 minutes

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then

Help < Back Format

Cancel



Une fois le formatage terminé, cliquez sur « Exit » pour revenir 3 la fenétre principale de VeraCrypt.

“ VeraCrypt Volume Creation Wizard — >

Volume Created

The VeraCrypt volume has been areated and is ready for use. If you

wish to create another VeraCrypt volume, dick Next, Otherwise, dick
Exit.

VeraCrypt

S | [ e ] Cen )




Lire le contenu de la clef chiffrée :

Maintenant que vous disposez d’une clef chiffrée, vous allez pouvoir mettre vos fichiers en sécurité
dessus.

Voici la méthode.

Etape 1:
Insérez la clef USB.

Etape 2 :
Lancer le logiciel VERACRYPT.

Etape 3 : Cliquez sur « Select Device... »

w VeraCrypt - X
WVolumes System Favorites Tools Settings  Help Homepage

Drive  Volume Size  Encryption Algorithm Type iy
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| Create Volume Volume Properties. ., Wipe Cache

Volume

\Vo | v | selcthie.. |

VertnPt 7] Never save history Volume Tools... | (__ SelectDevice... )

Mount Auto-Mount Devices Dismount Al ‘ Exit ‘




Sélectionnez la clef chiffrée que vous souhaitez lire, puis cliquez sur « OK »

M VeraCrypt — -
Volumes  Systern  Favorites Tools  Settings  Help Homepage

Drive |c - . £

Select a Partition or Device >

(A

'%“3: Device Drive Size  Label

| £

:F' Harddisk 0: 233 GB

= Gl' \Device\Harddisk0\Partition 1 499 MB

;]H YDevice\Harddisk0\Partition2 128 MB

: __"II'l \Device\Harddisk0'\Partition3 C: 235GB  Windows

o \Device\Harddisk0\Partition4 2.4GB

(o) 1

W

Volume
v | |
i a
o ]| coa | |
Mount Auto-Mount Devices Dismount Al Exit




La clef que vous avez sélectionnée apparait désormais dans la liste des volumes.

M VeraCrypt -
Volumes  Systern  Favorites  Tools  Settings  Help
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Volume

| Create Volume | Volume Properties. .. Wipe Cache

|w QIL.Deui::eWarddiskl‘Fartiﬁonl ) V| | Select File... |
Veralrypl

[+] Mever save history | Volume Tools. .. | | Select Device. ., |
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Dans la partie supérieure de la fenétre, sélectionnez une lettre de lecteur, puis cliquez sur
« Mount ».

% VeraCrypt = e
VYolumes Systern  Favorites Tools  Settings Help Homepage
Drive  Volume Size  Encryption Algorithm Type i

| Create Volume | Volume Properties. .. Wipe Cache
Valume
w | \Device\Harddisk 1\Partition 1 ~ | | Select File... ‘
S Mever save history Volume Tools... l | Select Device... |

< I_ Mount >3uto-Mount Devices Dismount All Exit




Tapez le mot de passe dans le champ « Password : » puis cliquez sur « OK ».

M VeraCrypt — >
Volumes Systern  Favorites Tools  Settings  Help Homepage
Drive  Volume Size  Encryption Algorithm Type )
(A
) B
= E;
=F:
== Enter password for \Device\Harddisk1Partition I
Passwdrd: || I | oK P
PKCS-5PRF: | Autodetection v [JTrueCryptMode |  Cancel |
[Juse PIM w
i [] cache passwords and keyfiles in memory E
[]pisplay password
|: [Juze keyfiles Keyfies... ‘ ‘ Mount Options... | F
Volome
w | Device\Harddisk1\Partition1 w | l Select File... l
VertoPt 7] Never save history Volume Tools... | | SelectDevice... |

Mount Auto-Mount Devices Dismount Al Exit




La clef que vous souhaitez utiliser apparait désormais dans l'interface de VeraCrypt.

v VeraCrypt = X
Volumes System Favorites Tools  Settings  Help Homepage

Drive  Volume Size Encryption Algorithm Type A

\Device\Harddisk 1\Partition 1 Mormal

! Create Volume . | Volume Properties... Wipe Cache

Volume

,“_l | Device\Harddisk 1\Partition1 ~ | | Select Eile. .. ’

VeraCrypt

[] ever save history | VomeTooks.. | | SelectDevice.. |

Dismount Auto-Mount Devices | Dismount Al | ‘ Exit ‘

Elle est accessible et utilisable via I'explorateur de fichier de Windows. Vous pouvez vous en servir de
la méme maniére qu’une clef USB classique.

a | = | Disquelocal (F:) = ] X

Accueil Partage Affichage v o

= v 1 & » CePC » Disque local (F) v QO Rechercher dans: Disque loca... @

fed MNem Medifié le Type Taille

> 3k Accés rapide
fichieraproteger 20/12/2018 10:32 Document texte 0Ko
> @ OneDrive
~ [ CePC
> [ Bureau
> k| Documents
» [&] Images
> D Musique
» ) Objets 30
» b Téléchargements
> m Vidéos
» i Windows (C:)

1élément 1 élément sélectionné 0 octet(s) == 15

Pour arréter d’utiliser la clef, suivez impérativement les étapes ci-dessous.



Ejecter une clef dans VeraCrypt :
Sélectionnez la clef dans la liste ci-dessous.

M VeraCrypt = X
Volumes System Favorites Tools  Settings  Help Homepage
Drive  Volume Size Encryption Algorithm Type 2
) A
(i) B:

7.2GB AES Mormal

\Device\Harddisk 1\Partition 1

| CrestevVoume | ' Volume Propertes... Wipe Cache

Volume

K

verstPt 7] Never save history VoumeTools... | | SelectDevice... |

| \Device\Harddisk 1\Partition1 w~ | ‘ Select Eile. .. I

Dismount Auto-Mount Devices Dismount All Exit




Cliquez sur le bouton « Dismount ».

M VeraCrypt = X
Volumes System Favorites Tools  Settings  Help Homepage
Drive  Volume Size Encryption Algorithm Type A
(=) A
(=) B:

Mormal

\Device\Harddisk 1'\Partition 1 7.2GB AES

| Ceatevome | ' Volume Properties... Wipe Cache
Volume
Ve | \Device \Harddisk1\Partition1 v| | selectFle.. |
VerstPt 7] Never save history VoumeTools... | |  SelectDevice... |

L\[_)Fm—jﬁ/J Auto-Mount Devices Dismount All Exit

Vous pouvez désormais débrancher la clef.



